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years, and no more than 3 years and 60
calendar days, from the date of the De-
partment’s approval of the facility’s
Site Security Plan.

(2) Security Vulnerability Assessment.
Unless otherwise notified and following
a Top-Screen resubmission pursuant to
paragraph (b)(1) of this section, a cov-
ered facility must complete and submit
a new Security Vulnerability Assess-
ment within 90 calendar days of writ-
ten notification from the Department
or within the time frame specified in
any subsequent FEDERAL REGISTER no-
tice.

(3) Site Security Plan. Unless other-
wise notified and following a Security
Vulnerability Assessment resubmission
pursuant to paragraph (b)(2) of this sec-
tion , a covered facility must complete
and submit a new Site Security Plan
within 120 calendar days of written no-
tification from the Department or
within the time frame specified in any
subsequent FEDERAL REGISTER notice.

(c) The Assistant Secretary retains
the authority to modify the schedule in
this Part as needed. The Assistant Sec-
retary may shorten or extend these
time periods based on the operations at
the facility, the nature of the covered
facility’s vulnerabilities, the level and
immediacy of security risk, or for
other reasons. If the Department alters
the time periods for a specific facility,
the Department will do so in written
notice to the facility.

(d) If a covered facility makes mate-
rial modifications to its operations or
site, the covered facility must com-
plete and submit a revised Top-Screen
to the Department within 60 days of
the material modification. In accord-
ance with the resubmission require-
ments in §27.210(b)(2) and (3), the De-
partment will notify the covered facil-
ity as to whether the covered facility
must submit a revised Security Vulner-
ability Assessment, Site Security Plan,
or both.

[72 FR 17729, Apr. 9, 2007, as amended at 72
FR 65420, Nov. 20, 2007]

§27.215 Security vulnerability assess-
ments.

(a) Initial Assessment. If the Assistant
Secretary determines that a chemical
facility is high-risk, the facility must
complete a Security Vulnerability As-

§27.215

sessment. A Security Vulnerability As-
sessment shall include:

(1) Asset Characterization, which in-
cludes the identification and charac-
terization of potential critical assets;
identification of hazards and con-
sequences of concern for the facility,
its surroundings, its identified critical
asset(s), and its supporting infrastruc-
ture; and identification of existing lay-
ers of protection;

(2) Threat Assessment, which in-
cludes a description of possible inter-
nal threats, external threats, and in-
ternally-assisted threats;

(3) Security Vulnerability Analysis,
which includes the identification of po-
tential security vulnerabilities and the
identification of existing counter-
measures and their level of effective-
ness in both reducing identified
vulnerabilities and in meeting the ap-
plicable Risk-Based Performance
Standards;

(4) Risk Assessment, including a de-
termination of the relative degree of
risk to the facility in terms of the ex-
pected effect on each critical asset and
the likelihood of a success of an at-
tack; and

(5) Countermeasures Analysis, In-
cluding strategies that reduce the
probability of a successful attack or re-
duce the probable degree of success,
strategies that enhance the degree of
risk reduction, the reliability and
maintainability of the options, the ca-
pabilities and effectiveness of mitiga-
tion options, and the feasibility of the
options.

(b) Except as provided in §27.235, a
covered facility must complete the Se-
curity Vulnerability Assessment
through the CSAT process, or through
any other methodology or process iden-
tified or issued by the Assistant Sec-
retary.

(c) Covered facilities must submit a
Security Vulnerability Assessment to
the Department in accordance with the
schedule provided in §27.210.

(d) Updates and Revisions. (1) A cov-
ered facility must update and revise its
Security Vulnerability Assessment in
accordance with the schedule provided
in §27.210.

(2) Notwithstanding paragraph (d)(1)
of this section, a covered facility must
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§27.220

update, revise or otherwise alter its Se-
curity Vulnerability Assessment to ac-
count for new or differing modes of po-
tential terrorist attack or for other se-
curity-related reasons, if requested by
the Assistant Secretary.

§27.220 Tiering.

(a) Preliminary Determination of Risk-
Based Tiering. Based on the information
the Department receives in accordance
with §§27.200 and 27.205 (including in-
formation submitted through the Top-
Screen process) and following its ini-
tial determination in §27.205(a) that a
facility presents a high level of secu-
rity risk, the Department shall notify
a facility of the Department’s prelimi-
nary determination of the facility’s
placement in a risk-based tier.

(b) Confirmation or Alteration of Risk-
Based Tiering. Following review of a
covered facility’s Security Vulner-
ability Assessment, the Assistant Sec-
retary shall notify the covered facility
of its final placement within a risk-
based tier, or for covered facilities pre-
viously notified of a preliminary
tiering, confirm or alter such tiering.

(c) The Department shall place cov-
ered facilities in one of four risk-based
tiers, ranging from highest risk facili-
ties in Tier 1 to lowest risk facilities in
Tier 4.

(d) The Assistant Secretary may pro-
vide the facility with guidance regard-
ing the risk-based performance stand-
ards and any other necessary guidance
materials applicable to its assigned
tier.

§27.225 Site security plans.

(a) The Site Security Plan must meet
the following standards:

(1) Address each vulnerability identi-
fied in the facility’s Security Vulner-
ability Assessment, and identify and
describe the security measures to ad-
dress each such vulnerability;

(2) Identify and describe how security
measures selected by the facility will
address the applicable risk-based per-
formance standards and potential
modes of terrorist attack including, as
applicable, vehicle-borne explosive de-
vices, water-borne explosive devices,
ground assault, or other modes or po-
tential modes identified by the Depart-
ment;
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(3) Identify and describe how security
measures selected and utilized by the
facility will meet or exceed each appli-
cable performance standard for the ap-
propriate risk-based tier for the facil-
ity; and

(4) Specify other information the As-
sistant Secretary deems necessary re-
garding chemical facility security.

(b) Except as provided in §27.235, a
covered facility must complete the
Site Security Plan through the CSAT
process, or through any other method-
ology or process identified or issued by
the Assistant Secretary.

(c) Covered facilities must submit a
Site Security Plan to the Department
in accordance with the schedule pro-
vided in §27.210.

(d) Updates and Revisions. (1) When a
covered facility updates, revises or oth-
erwise alters its Security Vulnerability
Assessment pursuant to §27.215(d), the
covered facility shall make cor-
responding changes to its Site Security
Plan.

(2) A covered facility must also up-
date and revise its Site Security Plan
in accordance with the schedule in
§27.210.

(e) A covered facility must conduct
an annual audit of its compliance with
its Site Security Plan.

§27.230 Risk-based
standards.

(a) Covered facilities must satisfy the
performance standards identified in
this section. The Assistant Secretary
will issue guidance on the application
of these standards to risk-based tiers of
covered facilities, and the acceptable
layering of measures used to meet
these standards will vary by risk-based
tier. Each covered facility must select,
develop in their Site Security Plan,
and implement appropriately risk-
based measures designed to satisfy the
following performance standards:

(1) Restrict Area Perimeter. Secure and
monitor the perimeter of the facility;

(2) Secure Site Assets. Secure and mon-
itor restricted areas or potentially
critical targets within the facility;

(3) Screen and Control Access. Control
access to the facility and to restricted
areas within the facility by screening
and/or inspecting individuals and vehi-
cles as they enter, including,

performance
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